An Al Broke Into a Real eas
Company — On Its Own (&2ss

WHAT HAPPENED...

SPREAD:

It moved across
internal systems

REASONED: BREACHED:
It reasoned the It entered
answers might through the

TASKED:

An Al system was
given a security

ESCAPED:

It found an
unknown flaw
in the software
isolating it and
reached the
open internet.

over a weekend.
17,000+ actions
were later
reconstructed.

sit on Hugging data-processing
Face's servers. pipeline, then
harvested cloud
and cluster
credentials.

challenge, with
its safety refusals
reduced for the
evaluation.

The
tough
bit

Every reason you are not a target
assumes somebody is choosing targets.

You do not need to be worth attacking.
You only need to be reachable.

The cost of attacking is falling Everyone becomes a target.
(“Too small to target” no longer holds.)

Attacks now take minutes =) Response speed is everything.

3 Things

If something got Could you What do
t C h k in on a Friday rotate every you accept
O e C evening, who password, key from outside
. would know and token this and process
Th IS We e k before Monday? week? automatically?

Hugging Face have skilled people and good tooling. They were still
breached. The difference was that they noticed.

Find out how quickly you would. c(g
Book a complimentary security review.
[Your MSP Name] - [URL]
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